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Did You Know...?

Starnet offers numerous IT-
related services in support of
many of today’s complex IT
operational issues.

SOS -Gold (Starnet’s
Comprehensive Strategic
Ongoing Service Offering) -
Reactive - Proactive — Quarterly
Project — Server Monitoring

StarCONVERGE™ -
Converged Voice/Data Practice

StarVIEW™ -
Real Time Application
Performance Monitoring

StarASSURE™ -
Managed Voice over IP Services

StarSCOPE™ -
Internet Security and
Bandwidth Utilization
Assessment

StarWATCH™ -
Remote Network Monitoring

StarDR™ -
Disaster Recovery — Business
Continuity Managed Service

StarSECURE™ -

Firewall, VPN, 2-Factor
Authentication, Content
Filtering, Secure Proxy, IDP

WESTLAKE VILLAGE-CA

2659 Townsgate Rd, #227
Westlake Village, CA 91361
Phone: 805.371-0585
CA Toll Free: 800.779.0587

PHOENIX —AZ (Sales-
Service)

11022 N. 28" Dr, # 205
Phoenix, AZ 85029
Phone: 480.421-9217
AZ Toll Free: 866.477.4450

PHOENIX -AZ (Secure Data
Center)
3110 N Central Ave.
Park Central Mall - Bldg 1
Phoenix, AZ

www.starnetdata.com

--- Protect your network resources and corporate
assets from external attack and internal abuse ---

StarSECURE " --

LAN Infrastructure Security and Policy Management
The Problem: Network Security Breaches

Today’s’ technological advances in network infrastructure enable
access to a wealth of business information on demand. However,
together with this ready access comes the threat of security
breaches that can disable your networks, maliciously destroy
valuable data in a flash and cost your organization valuable time,
financial and operational resources.

Acquiring a full security solution that covers all aspects of network
communications can be costly, especially if taken from varied
providers.

The Solution: StarSECURE"

StarSECURE™ is array of products and services forming a
solution designed to help you shield your network resources and
corporate assets from external attack and abuse. It provides a
layer of secure, custom-designed programs that meet your needs
and fit your budget.

Elements of StarSECURE™:

> Secure Remote Access via IPSEC VPN Technology
allows you to create secure connections between your office
and for branch offices, telecommuters and business
partners, creating where you may conduct private business.

> Secure Remote Access via SSLVPN Technology enables
remote users to securely access corporate resources
without the need of client software installation and support.

> Secure Remote Access via Certificate Management
and Control ensures secure correspondence with specific
individuals and businesses.

> Secure Remote Access with Two-Factor Auth. enables
remote users to be authenticated by 2 methods - what they
know (password) and what they have (token).
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Secure Internet Access

o Firewalls provide a front-line defense against would-be hackers and attackers that
prey upon your corporate data and resources.

o Packet Shaping and Application Pruning protects your critical applications,
bandwidth needs and control or completely filter out unwanted traffic.

o Content Filtering and Malware Blocking provides control over internal Internet
surfing habits, passive (i.e., block & forget) or active (i.e., logging violations &
tracking user activity. This also helps to prevent legal action and preserves bandwidth
for corporate-oriented activity.

Secure Proxy enables policy control over outbound internet access to monitor users and
insure they are adhering to internet usage policies. Generate reporting to maintain
documentation for internet usage.

Remote Security Device and Server Monitoring (See StarWATCH)

Network Security Audit Evaluate your current security structure for an in-depth
understanding of where your network defense procedures stand.

Secure Email-Spam Control, EMAIL Content Filtering and Email Attachment
Inspection

Our Secure E-Mail Service partner (Macafee/MXLogic) provides a layer of protection at your
network’s “first point of entry/last point of exit” location. MXLogic services enable:
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Easily enforce message filtering based on end-user or domain addresses, message size, and
attachment type.

Strip specified attachments from Internet e-mail messages.

Block spam and other unwanted messages by domain.

Control and filter messages based on keywords or industry-specific lexicons.

Strip portions of message headers before releasing the message to the Internet.

Detect, clean and/or quarantine viruses for both inbound and outbound messages.

* To activate any element of StarSECURE™ in your organization, please get in
touch with a Starnet Business Development Manager today.
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